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Cybersecurity Student | Aspiring Security Analyst
Kathmandu, Nepal • ghimirenayush123@gmail.com

PROFESSIONAL SUMMARY
Cybersecurity undergraduate with hands-on experience in Linux system administration, command-line troubleshooting, scripting, and security-
focused  development.  Experienced  in  building  Python-based  security  tools,  demonstrating  common  web  application  vulnerabilities,  and
exploring system misconfigurations in controlled lab environments. Self-taught and adaptable, with a strong interest in web application security,
operating system vulnerabilities, and security research. Seeking an entry-level cybersecurity internship or junior position to contribute technical
skills while developing practical security expertise.

TECHNICAL SKILLS

Operating Systems Linux, Windows

Programming & Scripting Python (Intermediate), Bash (Advanced), PowerShell (Intermediate)

Security Tools Nmap, Burp Suite, Metasploit, Gobuster, John the Ripper, Hashcat

Cybersecurity Web application security, vulnerability testing in controlled environments, privilege escalation
concepts, security misconfiguration analysis, password auditing, and basic security assessment
methodology

Web Technologies Flask, SQLite, Jinja2, bcrypt, REST APIs

Development & Infrastructure Git, GitHub, Docker, Virtual Machines, Home Lab Environments

Networking TCP/IP, DNS, HTTP/HTTPS, subnetting, routing, switching, firewalls, VPNs, and network
troubleshooting

PROJECTS

1. OWASP Flask Demo
Technologies: Python, Flask, SQLite, Jinja2, bcrypt, Flask-WTF
GitHub: github.com/nayush-ghimire/OWSAP-flask-demo

Developed a hands-on web application security demonstration featuring vulnerable and secure Flask applications.
Implemented six vulnerability demonstrations: SQL Injection, Stored Cross-Site Scripting (XSS), Insecure Direct Object References
(IDOR), plaintext password storage, broken authentication, and Cross-Site Request Forgery (CSRF).
Demonstrated corresponding security mitigations, including bcrypt password hashing, CSRF protection, and access control.
Created technical write-ups and reproducible demonstrations explaining vulnerabilities and their remediation.

2. Password Audit Tool
Technologies: Python, SHA-1, Have I Been Pwned API, pytest
GitHub: github.com/nayush-ghimire/Password-Audit-Tool

Developed a modular, privacy-focused password auditing tool that evaluates password strength using entropy-based analysis.
Implemented pattern detection for keyboard walks, repeated characters, sequential patterns, and common password variations.
Integrated the Have I Been Pwned Pwned Passwords API using the k-anonymity model to check for known password breaches.
Implemented offline wordlist checks using a database of 10,000 common passwords and a scoring system to categorize password
strength.

PRACTICAL CYBERSECURITY EXPERIENCE

Personal Security Home Lab
Environment: Kali Linux, Windows Virtual Machines

Maintained a personal lab environment using Kali Linux and vulnerable Windows virtual machines for hands-on security learning.
Practiced vulnerability testing and explored how system misconfigurations can create security weaknesses.
Studied common exploitation techniques and privilege escalation concepts in controlled environments.

Cybersecurity Community Participation
Event: Hack The Box Community Meetup

Participated in a Hack The Box community meetup discovered through Meetup.com.
Engaged with the cybersecurity community and explored practical cybersecurity learning opportunities.

EDUCATION
Bachelor's Degree in Cybersecurity 2026 – Expected 2029
LBEF College — Affiliated with Asia Pacific University (APU)
Currently pursuing the first semester of a three-year bachelor's program in Cybersecurity.

Higher Secondary Education (+2)
Completed Class 12.

TRAINING & PROFESSIONAL DEVELOPMENT
Hack The Box: Currently enrolled in the SOC Analyst learning path.
TryHackMe: Cybersecurity learning and practical lab platform.
Self-directed Learning: Independent study of Linux security, web application vulnerabilities, system misconfigurations, and security
testing techniques.

PROFESSIONAL STRENGTHS
Independent Learning: Self-taught technical skills and a commitment to continuous learning.
Adaptability: Willingness to explore unfamiliar technologies and adapt to new technical challenges.
Communication: Comfortable communicating technical ideas and collaborating with others.

LANGUAGES
Nepali Native
English Advanced
Hindi Proficient

AVAILABILITY
Location Kathmandu, Nepal
Availability Immediately
Working Hours Up to 30 hours/week
Preferred Schedule After 1:00 PM
Work Arrangement Remote or on-site
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